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Constructing a secure
distributed architecture

ITH THE EXPONENTIAL growth of the
Internet and the advent of e-commerce,
security has become one of today’s
hottest topics. As more and more com-
panies embrace e-commerce, the need for security
continues to grow. According to The Direct Marketing
Association Inc., “Online direct marketers expect a
doubling in Web-based sales in 1999 over 1998 and
another 67% increase in 2000.” This trend depicts the
move toward a global digital commerce, the keystone
of which will be secure infrastructure.

Unfortunately, not many systems are designed from
the ground up with security in mind. Security is often
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retrofitted after compo-
"\ nents are already imple-

mented, making it difficult

to create a well-designed

security infrastructure. On
| top of that, many system
architects do not fully un-
derstand the aspects of se-
curity architectures and
their limitations. There are
several ways to accom-
| plish the goal of securing a
/' system, and each method
has its tradeoffs.

My goal is to examine some of the core elements
of a security framework. I also discuss how they can
be implemented using the Java™ 2 Technology and
JCE 1.2 Technology.

Security: Core Concepts

There are four key concepts in a security framework.
¢ Authentication

¢ Authorization

» Confidentiality

e Integrity

Simply defined, authentication is the process of
verifying identity. Most modern operating systems
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perform one form of authentication by requiring a user
to login with a user name and password before al-
lowing access to the system. In a public key infra-
structure, authentication can be achieved through the
use of digital certificates. I'll discuss authentication
and digital certificates later.

Once authenticated, authorization is checked to en-
sure that the person or process has the required priv-
ileges to access certain resources. This can be
accomplished via Access Control Lists (ACLs).

Confidentiality is the process of making sure that
information exchanged between two parties is kept
confidential and can not be intercepted. Confidential-
itv can be obtained through the crvptographic process
of encryption.

Verifyving that information received has not been
altered or tampered with en route can ensure in-
tegrity. Message integrity is often accomplished
through the combination of message digest and en-
crvption algorithms.

Now that we are aware of some of the fundamental
concepts of creating a secure distributed architecture,
let’s look more closely at the cryvptographic constructs
and how they can be achieved in the JCE 1.2.

Encryption: Symmetric Key

There are two common forms of encryption, sym-
metric key and public key. Svmmetric key encryp-
tion uses an identical, or symmetric, key for both
encrypting and decrvpting data. Symmetric, or pri-
vate, key encryption has been around for centuries.
In Roman times, a common form of symmetric key
encryption was the Caesar Cipher. There are a wide
variety of symmetric key algorithms in the market
place today. Among the most common are the Data
Encryption Standard (DES) and variants of DES
such as Triple DES (3DES). Listing 1 shows a sim-
ple encryvption test using the DES algorithm avail-
able in JCE 1.2.

Encryption: Public Key
The advent of public keyv encryption has trans-
formed crvptography and electronic security. Public
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key encryption allows people to securely exchange svm-
metric keys. Due to the computationally expensive nature
of public key encryption, it is unfeasible to use it for bulk
data encryption. Therefore, it is used for the secure ex-
change of randomly generated secret keys, known as ses-
sion keys.

In public key encryption, two keys are generated, one
public and one private. Data encrypted with the private key
can only be decrypted with the public key and vice versa.
The public key is then made widely available, either on a
Web site or a key server. The public key does not have to be
protected; it is used by anvone who needs to send vou an
encrypted message. You then keep and guard the other half
of the key pair, the secret key. This kev allows vou to de-
crypt messages other people send you that are encrypted
with your public key.

Message Digests

A message digest is a hash of the message. This provides a
checksum of the message that can be used to verify that the
message has not been altered. There are a number of wide-
lv used message digest algorithms. Two of the most popu-
lar are MD5 and SHA. These algorithms provide a high
probability that a message has not been altered.

Signatures

A digital signature guarantees that a message was created
by the signing partv and is unaltered. This is accomplished
by creating a digest of the message and encrypting the di-

LISTING 1.

Simple encryption test.
import javax.crypto.*;

class EncryptionTest {

public static void main(String[] args) {
try {
// Generate a DES secret key
KeyGenerator keygen = KeyGenerator.getInstance(“DES”);
SecretKey desKey = keygen.generateKey();
// Create a Cipher and initialize it for encryption
Cipher desCipher = Cipher.getInstance("DES");
desCipher.init(Cipher.ENCRYPT_MODE, desKey);
// Create a message to send and encrypt it
byte[] myMessage = “My secret message”.getBytes();
byte[] encryptedMessage = desCipher.doFinal(myMessage);
// Now decrypt the message
desCipher.init(Cipher. DECRYPT_MODE, desKey);
byte[] messageFromMe = desCipher.doFinal(encryptedMes-
sage);
System.out.println(“Received message:  + new String(mes-
sageFromMe));

catch(Exception e) {
System.err.println(“Exception: “ + €);

gest with the signer’s private key. Anyone wishing to veri-
fv the signature can then decrypt the digest with the sign-
er’s public key and compare it to a locally computed digest
of the same message. If the digests are identical, that person
is then assured that the signer was in fact the originator of
the message and that the message has not been altered.

Certificates

A digital certificate provides a means of verifving an in-
dividual’s identity via a trusted third party. The trusted
third party, usually a certificate authority, creates certifi-
cates for individuals and organizations and signs the cer-
tificate with his/her private key. By trusting the certificate
authority, vou can then trust that an individual with a
certificate from that authority has been authenticated to
some extent by that authority.

There are a few competing digital certificate formats in
the marketplace today. Sun has adopted the X.509 format
and incorporated it into the Java 2 Development Kit (JDK).
X.509 certificates contain information about the issuer, the
subject, algorithms used, and the subject’s public key,
among other things.

Cryptography Extension 1.2

So what is the Java Cryptography Extension (JCE)?
According to Sun’s documentation: “The Java Cryptogra-
phy Extension (JCE) 1.2 provides a framework and imple-
mentations for encryption, key, key agreement. and
Message Authentication Code (MAC) algorithms. Support
for this includes symmetric, asymmetric, block. and
stream ciphers.”

There are a number of export restrictions on crypto-
graphic algorithms. For this reason, Sun broke the Java™
Cryptography Architecture (JCA) into a set of interfaces in-
cluded in the JDK and the implementation of those inter-
faces into the JCE. The JCE is available for free to qualified
U.S. and Canadian residents.’

As mentioned, the JCE provides all cryptographic algo-
rithm implementations to construct a secure, distributed
framework. The JDK contains a variety of other security-re-
lated classes that will aid in building a robust security in-
frastructure. Together, we will look at using these tools to
construct our framework.

Architecture: Putting It All Together

In constructing a secure, distributed architecture, it is nec-
essary to first identify what your security requirements are.
In our example architecture, we will assume that we are cre-
ating a large distributed system consisting of dynamically-
joining services and thousands of users. For starters, we
require:

¢ Authentication

¢ Authorization

* Message Integrity

e Confidentiality

To accomplish these goals, we construct a Public Key
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Java technology’s KeyStore class. These certifi-
cates will then be used to validate different en-
| tities in the system. Each entity will be able to
| retrieve all certificates, but only the certificate’s
owner will be able to retrieve the corresponding
private key.

We will also need to create a user database con-
taining other information about the users, such as
their permissions. We will use the Permission and
Permissions classes in the JDK to store the client’s
access permissions. If needed, the BasicPermission
class can be extended and its implied method
overridden to provide additional capabilities.

The authentication service will provide access
tokens for clients to access services in the system.

Figure 1. Logical architecture.

The access token can also be used as a means of
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authenticates itself to the authentication service, an
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provides a container for the client’s permissions,
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which is signed by the authentication service. The
token is then given to the client, who will use it to
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access services in the system. Listing 2 (available at
Java Report Online, wwwijavareport.com) shows the im-
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client’s access token either as an input parameter
in their remote methods or as part of a session
startup procedure. The service can verify the call-
| ing client’s identity and permissions by verifying
| the token’s signature using the authentication ser-
vice's public kev. The permissions are then com-
pared against the service's ACL to ensure proper
access rights.

Once verified, the client can then access the
service with the permissions provided by the au-
thentication service specified in the token. It is up

Figure 2. Steps involved in obtaining and using an access token.

Infrastructure using elements of the JDK and the JCE 1.2.
The architecture will mimic well-known design patterns
and leverage the ticket granting concept widely used in
MIT’s Kerberos.*

To begin with, we need to create an authentication ser-
vice similar to that used in Kerberos. Unlike Kerberos, our
authentication service will use public key cryptography
for authentication and authorization. An authentication
service allows the client (known as the principal) to ob-
tain a security token that authorizes that client to access
different services for a set amount of time without hav-
ing to login. Figure 1 illustrates the architecture of the
components.

In our architecture, we will need a means of generating
digital certificates. We could buy or implement a certifi-
cate server, but for simplicity’s sake, we will use the key-
tool program distributed with the JDK. Keytool will allow
us to generate and securely store X509v3 certificates. We
can then programmatically access these certificates via

to the individual service to enforce access based
on those permissions. Figure 2 illustrates a high-level mes-
sage trace diagram of the steps involved in obtaining and
using an access token.

The AccessToken helped us accomplish three of our ar-
chitectural goals; authentication, authorization, and mes-
sage integrity. In the process, we were able to accomplish
these goals in a few simple steps using the X509Certificate
class and the SignedObject class. Under the covers, the Signe-
dObject class used the Digital Signature Algorithm (DSA)
and the Secure Hash Algorithm (SHA) to sign the AccessTo-
ken’s AccessContainer.

Now that we have accomplished the first three goals, we

* The Kerberos model extends the Needham—Schroeder trusted third-
party authentication protocol. Kerberos employs strong symmetric key
cryptography to provide authentication, authorization, and secure
communications between systems on insecure networks. At the heart
of Kerberos lies the Authentication Service. This service verifies iden-
tity and issues tickets based on the principal’s credentials. Once au-
thenticated, the principal is given a ticket, which can then be used
to access a server.
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